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Introduction

Hammerspace is a software-defined data orchestration and storage solution that provides
unified file access through a high-performance Parallel Global File System that can span
different storage types from any vendor, as well as across geographic locations, public and
private clouds, and cloud regions. Hammerspace directly addresses the problem of enabling
direct file access for distributed environments across multiple storage silos and locations, as
well as to seamlessly bridge on-premises and cloud resources.

Availability

This document covers how to deploy Hammerspace software version 5.0.0 with AWS
CloudFormation to simplify and automate the deployment. Hammerspace software can be
deployed in either a BYOL (Bring Your Own License) or Metered (Pay-as-You-Go) consumption
model.

Hammerspace BYOL (Bring Your Own License)

BYOL licensing is a software subscription model that is activated by contacting Hammerspace.
This is often a suitable choice for customers that have a mix of cloud and on-premises
deployments and a desire to consolidate licensing.

Hammerspace Metered (Pay-as-You-Go)
Hammerspace Metered is a consumption-based licensing model that charges based on hourly
usage.
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Solution Overview

Hammerspace Global Data Environment consists of two main software components, a metadata node
(Anvil) and a data services node (DSX).

Anvil

The metadata node (Anvil) is the control mechanism or brains of the solution. Anvil is responsible for
managing all the metadata of the global file system. Anvil can be deployed in either a standalone or high
availability configuration. Additionally, high availability can be deployed either within or across AWS
Availability Zones.

DSX

The data services node (DSX) is the worker or enforcement mechanism. It provides several key services,
such as non-disruptive mobility between storage devices, declarative control (Hammerspace Objectives),
and front-end protocol access of SMB, NFS, and CSI (Container Storage Interface) for applications and
end-users. Anvil is also the mount point for SMB versions 1, 2, and 3 as well as NFS version 3 and the CSI
driver. NFS version 4 due to its highly parallel architecture is different. NFSv4 control connections and
mount point are handled by Anvil while all data connections are directly parallelized from client endpoints
to the storage devices. Hammerspace adheres strictly to RFCs and protocol standards.

Hammerspace Deployment Topology Example

There are multiple options for how to deploy a Hammerspace solution. The Anvil metadata node can be
installed in either standalone (single Anvil) or high availability mode (two Anvil nodes). DSX nodes scale
horizontally from a single node to 60 nodes. The solution, thus, can be scaled for capacity as well as
parallel performance.

The following image illustrates a basic Hammerspace deployment with a single Anvil metadata node and
two DSX data services nodes.
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Requirements for a Successful Deployment

Installation Requirements

Hammerspace nodes must be able to reach the AWS service endpoint used by the AWS CLI. For
additional details refer to AWS General Reference documentation service endpoint section here:
https://docs.aws.amazon.com/general/latest/gr/rande.html.

Run the following command on the Anvil node or another instance in the same subnet for validation:

aws --region <region> ec2 describe-instances

NOTE: Substitute region with the region for your deployment, e.g., us-east-1 or us-west-2, etc.

If you are using a custom endpoint, you will have to modify the command in a similar fashion as show
below:

aws --region <region> --endpoint-url https://<endpoint> ec2 describe-instances

Hammerspace Requirements

It is very important that Anvil is given sufficient resources to deliver low latency performance to
applications and end-users. Anvil metadata nodes take full advantage of allocated resources. It is not
unusual for Anvil to operate at 40% or higher CPU utilization even with a relatively modest metadata
workload in a large file system. Metadata performance may suffer if the system becomes resource
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constrained. Therefore, it is important to ensure that Anvil metadata nodes have plenty of available
system resources at its disposal.

Listed below are the minimum system resource recommendations for production environments. Although
it may be possible to allocate less resources in a lab environment you do so at your own risk. Please note
that large environments or environments requiring high performance may need substantially more than
the listed minimum recommendations, listed below.

vCPU 16 or more 4 or more

RAM 64 GiB or more 16 GiB or more

Boot Drive 200 GB or more 100 GB or more

Additional Drive 400 GB or more SSD 100 GB or more (data storage)

(metadata storage)

IMPORTANT: Please make sure that your Hammerspace installation
and each node is adequately sized and designed for your workload
requirements when deployed in a production environment. Please
contact Hammerspace for assistance with sizing and design.

High Availability

When deploying Anvil in a High Availability configuration, a subnet must be reserved for the heartbeat
communication. For configuration simplicity, the Hammerspace CloudFormation Template (CFT) creates
the High Availability subnet automatically. The CFT assigned the default routing table for the VPC.
However, this is a user-definable parameter and can, thus, be changed during the CloudFormation
deployment. AWS has strict requirements for networking. For example, AWS does not support subnets
smaller than 28 bits. In addition, Hammerspace nodes must be able to reach the AWS endpoint used for
the AWS Command-Line Interface. For additional information please read the AWS documentation.




w Hammerspace

Deployment

Overview

Hammerspace deployment in AWS Marketplace begins by subscribing to the software. After determining
whether to choose the BYOL or Metered version, please review the Product Overview, Pricing, Usage, and
any other relevant information.

CloudFormation

AWS CloudFormation Templates are JSON or YAML formatted text files that simplify and consolidate
provisioning and management in AWS. It allows AWS customers to speed up cloud provisioning with
infrastructure as code. CloudFormation Templates describe the service or application architecture you
want to deploy. CloudFormation uses those templates to provision and configure the required services
(such as Amazon EC2 instances or Amazon RDS DB instances). The deployed application and associated
resources are called a “Stack”.

Hammerspace CloudFormation Template can be downloaded from here:
https://s3.amazonaws.com/awsmp-fulfillment-cf-templates-prod/51¢c59b10-c76c-44c2-a192-
d0f5f30081e4.60f8de0f-1e2¢c-402d-139b-a68bf9e5afab.template

For more information on AWS CloudFormation, please visit the following resource:

Provision Infrastructure As Code — AWS CloudFormation — Amazon Web Services

NOTE: CloudFormation Templates are often abbreviated and referred to as CFTs. This document may use
either term interchangeably.

CAUTION: Please take time to plan the deployment carefully. You will be asked to provide detailed
information about the naming of resources, region and availability zone, instance types, disk sizes,
networking, security groups, and most importantly how to SSH into the Hammerspace for access to
the command-line interface. AWS requires cryptographic key pairs to be created for SSH access to
AMIs. Appendix A outlines the various options for gaining access to the command-line interface.
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Deployment Steps

Start by opening a web browser and logging into your AWS Management Console at
https://console.aws.amazon.com/

HAMMERSPACE

About Hammerspace, Inc

) data center infrastructure or eloud

“ Hammerspace (BYOL)
o L

om any vendor, as well s across

5, and cloud re

deo See Product Video '
Categories Storage

Linux/Unix, Cent05 8

CloudFormation Tempiate

All products (2 results) showing 1 - 2

Sort By: Relevance

e types from any vendor, 2

ions, public and private clouds,

and cloud reglons

Continue to Subsaribe
————

5-418 | Save to List

$0.192/hr

perfarmance Parallel Global File

Win

pical Total Price

1.Navigate to AWS Marketplace.
Search for Hammerspace.

2.Choose BYOL licensing or Metered
consumption model.

3. The Product Overview provides
information about the Hammerspace
software solution. Additional details
about deployment, cost estimation,
licensing, usage, and CloudFormation
can be found by scrolling down the

page.
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Subscribe to this software

re. Please see the terms and pricing details below or click the button above to

Terms and Conditions

Hammerspace, Inc. Offer

D
Pricing information

““ Hammerspace (BYOL)

Confiqure
Configure this software

Choose a fulfillment option and software version to launch this software.

Software Pricing
Hammerspace s0rhr

(avoL)

astructure deployment may alter your final pricing.

Hammerspace (BYOL)

< Product Detai b Configus Launch

Launch this software

Review the launch configuration details and follow the instructions to launch this software.

Configuration details

Fulfillment option Hammerspace

Hammerspace (BYOL)

Software version

Hammerspace-5.0.0-389

Region US West (Oregon)

Usage instructions

Choose Action

Choose this action to launch your configuration through the AWS

Launch CloudFormation v 3

CloudFormation cansole

Hammerspace

4, Review the Terms and
Conditions on the next page. This
includes the End User License
Agreement as well as AWS Privacy
Notice and Customer Agreement.
Proceed by clicking the “Continue
to Configuration” button.

5. Choose Hammerspace as
the Fulfillment option, followed by
the desired software version and
Region to deploy. Please take time
to review the Release Notes. Then
select “Continue to Launch”.

6.  Afterreviewing the Usage
instructions, proceed to select
“Launch CloudFormation” from the
“Choose Action” dropdown menu.
The “Launch” button creates a
CloudFormation Stack where you
will be asked to provide important
deployment information.

11
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Create stack

Prerequisite - Prepare template

7.Next, accept the provided
CloudFormation Template or
choose a custom template.
Experts have additional options
to choose from. Please contact
Hammerspace for custom
template options.

NOTE: The next page, “Specify stack details” requires, at a minimum, the following information. If
you do not have this information, please STOP to gather the required information.

1) The desired EC2 Instance Type adequately sized for your workload(s).
2) Number of Anvil and DSX nodes to deploy.
3) Disk Sizes, sized according to your capacity requirements.
4) Network environment for the deployment, including:
i. VPCID.
ii. Availability Zone.
iii. Subnet ID.
iv. High Availability Subnet (if deploying Anvil metadata High Availability).
v. Security Group IP/CIDR information.
5) Authentication Parameters:
i. Instance Profile ID (optional).
ii. Admin Key Pair (optional but recommended for CLI access).
iii. Admin IAM Group Access (recommended).
iv. Admin IAM Group ID (optional).

12
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CloudFormation Stack Configuration

This section goes through the details you need to provide for creating a CloudFormation Stack
deployment. The following example steps walk through a Hammerspace Standalone deployment. Please
see Appendix A for the additional steps required for High Availability deployments.

Specify stack details
1.Start by giving the stack a name to

Provide a stack name make it easy to identify.

Stack name

ballinstack20231207-11

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-)
Hammerspace Solution Deployment Type 2. Select “Create a new
oot ki i e it Hammerspace solution”, then choose
| reate s new Hammerspace sotuion either Standalone (single Anvil node)
Hohmalabiy or High Availability (two Anvil nodes).
| Standalone

Anvil Metadata Server
3. Select the desired EC Instance Type

EC2 Instance Type for Anvil with a Metadata Disk Size
Choose asupported EC2 insiance type .

according to your workload
‘ mba.2xlarge (8 vCPUs, 32 GIiB Mem) requirements.

Metadata Disk Size

Size is in GB {minimum 100, maximum 2000)

‘ 200

13



w Hammerspace

DSX Data Services Nodes
EC2 Instance Type 4. Select EC2 Instance Type for DSX
e e '3 with a disk appropriately sized for the
Data Store Size. Then, select the number
Data Store Size of DSX nodes to deploy. Please refer to
T the minimum recommended system

200 requirements in the previous section.

‘ r6i.large (2 vCPUs, 16 GiB Mem)

DSX Instance Count

How many DSX instances to create as part of this stack? (minimum 1, maximum 8)

1

Automatically add additional volumes to Hammerspace

Add all non-boot EBS volumes as Hammerspace storage volumes

Yes

Networking

oo 5. The Networking section requires
selection of which VPC, Availability
[roconmes Zone, and Subnet to use for the

i e Al S A deployment. Security Group information
B is also required.

Data/Management Subnet ID
Choose a subnet within your Virtual Private Cloud and Availability Zone

subnet-0853a3041039c047f

High

Choose

ility Subnet CIDR (leave blank unless

d CIDR range within the VPC to be used o

bility solution)

loying a new High Av:
for 28)

HA (Example: 10.0.254.240/

Enter String

Anvil Cluster IP (leave blank unless adding DSX nodes to an existing installation)

Internal IP of existing Anvil instance

| Enter String

Security Group IP/CIDR

Use 0.0.0.0/0 for open access

| 0.0.0.0/0

Authentication

Instance Profile ID {optional)
Instance profile to use for instances. If left blank, new 1AM resources will be created. See documentation for policy requirements

‘ Hammerspace

6. The final deployment step requires
Admin KeyPair Name (optional) . . .
‘l\jm-gc::my‘:x;[rq e e s s you to prov|de Authentication
information. Some are optional but
Admin IAM Group Access

recommended. Please see below for
Enable
additional details on the parameters.

Admin IAM Group ID {optional)
Admin group granted administration permissions. If left blank, a new 1AM group will be created

AnvilAdmin

14
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Instance Profile ID, if left blank, requires a thorough understanding of AWS IAM policies. You can use
Hammerspace as the Profile ID which allows the CloudFormation template to create the required
resources.

Admin Key Pair Name allows you to enter a single key pair for SSH access to the solution. This is a
suitable option for a single-user deployment, lab, or test environment. For production or multiple
administrators to gain access to the solution we recommend using an IAM group for SSH access. Please,
see Appendix A below for additional details and examples.

Admin IAM Group Access Enabling this provides administrator access to added to the specified IAM
Group (below).

Admin IAM Group ID Provide a name to your IAM group for administrative access. If left blank, a new IAM
group will be created.

Configure stack options
7. Tags and Permissions options are

= optional. Permissions allow the
selection of an IAM role to explicitly
define how resources are created by
CloudFormation.

Tags

Permissions _ ‘ NOTE: If left blank, CloudFormation
e will use your user credentials and
ek - gptions permissions from your organization’s
afdeione. v il IAM policy.

CAUTION: A solid understanding of how to configure IAM permissions,
and how it creates the necessary resources for a successful deployment
is extremely important.

15
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Stack failure options

8. Select the Stack failure options or
°'h v accept the provided defaults.

]

Advanced options

t additional options for your stack, like notification options and a stack policy. 2

» Stack policy

» Rollback configuration

Specify alarms for CloudFormation to monitor when creating and updating the stack. If the operation breaches an alarm threshold,

CloudFormation rolls it back @z

» Notification options

» Stack creation options

Capabities 9. Lastly, acknowledge that
T ——— CloudFormation may create IAM
i s e resources necessary for the deployment.
1 acknowledge that AWS CloudForm. - “« n
@ @ Then, click “Create stack” to launch the

automated deployment of resources.

NOTE: It will take several minutes for CloudFormation to complete the creation of resources.
The next section provides instructions on how to monitor the progress of resource creation, and
how to access the Hammerspace deployment. The boot process will take a few more minutes
once resource creation has completed.

16
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Accessing the Deployment

We can monitor the CloudFormation Stack and how resources are created by viewing the various tabs
shown below. This page is shown automatically after finishing the Stack creation by clicking “Create
stack” in the previous step. You can also find this page by navigating to CloudFormation > Stacks in the
AWS Management Console. It is highly encouraged to explore each tab for a thorough understanding of
resource creation. Pay particular attention to Events and Outputs.

‘ Delete H Update || Stack actions ¥ || Create stack ¥

Stack info Events Resources Outputs Parameters Template Change sets Git sync - new

Events (26)

Q Search events | (o]
Timestamp Logical ID | Status Status reason
2023-12-07 21:37:26 UTC-0800 ballinstack20231207-I (© CREATE_COMPLETE
2023-12-07 21:37:23 UTC-0800 Ec2Dsx1VolAttach (© CREATE_COMPLETE
2023-12-07 21:37:18 UTC-0800 Ec2AnvilVolAttach (@ CREATE_COMPLETE
2023-12-07 21:37:18 UTC-0800 Ec2Dsx1VolAttach @ CREATE_IN_PROGRESS Resource creation Initiated
2023-12-07 21:37:16 UTC-0800 Ec2Dsx1VolAttach () CREATE_IN_PROGRESS
2023-12-07 21:37:16 UTC-0800 Ec2Dsx1Instance (® CREATE_COMPLETE
2023-12-07 21:37:12 UTC-0800 Ec2AnvilVolAttach @ CREATE_IN_PROGRESS Resource creation Initiated
2023-12-07 21:37:12 UTC-0800 Ec2Dsx1Instance @ CREATE_IN_PROGRESS Resource creation Initiated
2023-12-07 21:37:11 UTC-0800 Ec2Dsx1Instance () CREATE_IN_PROGRESS
2023-12-07 21:37:10 UTC-0800 Ec2AnvilVolAttach () CREATE_IN_PROGRESS
2023-12-07 21:37:10 UTC-0800 Ec2Anvillnstance (© CREATE_COMPLETE

The Events tab shows when and what resources were created. It provides additional information on how
resources were created. If something went wrong during the creation of resources, the Events and
Resources tabs provide additional details. Once resource creation has completed, turn your attention to
the Outputs tab.

17
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‘ Delete || Update H Stack actions ¥ H Create stack ¥

Stack info Events Resources QOutputs Parameters Template Change sets Git sync - new

Outputs (4)

Q, Search outputs ‘ 1 &

4q

Key r'y Value v Description v Export name

Add |AM users here to give

IAMAdminGroupUrl them admin ssh access as ec2-

user

Managementinstanceld i-Obe06c066b787f045 Management Instance |ID
Managementlp 172.26.4.209 Management IP address
ManagementUrl https://172.26.4.209 Management URL

The Outputs tab tells us how to access the solution deployment. Please pay careful attention as this
provides information on the following:

¢ IAMAdminGroupUrl is where you can add users to provide them with SSH access to the
Hammerspace Admin CLI. SSH access to the CLI requires either providing a key pair (limited to a
single key) during preceding steps or added to an IAM Group (multiple keys and users).

¢ Managementinstanceld provides your initial password to log into the Hammerspace GUI.

¢ Managementlp lists the Hammerspace Management IP address for accessing the CLI and GUI.

¢ ManagementUrl is a hyperlink to the Management GUI.

Hammerspace Admin GUI

Open a web browser and point it to
the IP address and Management
Instance ID from the

\ CloudFormation Stack Output tab.

HAMMERSPACE
Username: admin

Password: <instance-id>

18
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Next Steps

This concludes the Hammerspace 5.0.0 AWS Deployment in Marketplace guide.

Next, turn your attention to Hammerspace 5.0.0 Getting Started in AWS which outlines the basic steps in
configuring your Hammerspace solution.

19



w Hammerspace

Appendix A — CLI Access

Hammerspace Admin CLI can be accessed through three methods. The first option is to use the terminal
console in EC2. Secondly, a Key Pair can be entered during the CloudFormation Stack configuration as
illustrated above. This limits access to a single user with a single key pair. If that key is lost, SSH access
is subsequently lost on a permanent basis to the solution. The third option is to add IAM users to the IAM
Group specified during CloudFormation Stack configuration. This allows lifecycle management of keys
and users from a central function. Each method is outlined with examples below.

Command-Line access to Hammerspace is granted by using an SSH client with a KeyPair or by using the
EC2 Serial Console. Access the CLI with the Managementlp key value listed in the CloudFormation Stack
Output tab or by navigating to the Details tab for the AMI in the EC2 console. The options are explained in
more detail, with examples below.

SSH Client (single user access)
1. Open an SSH client.
2. Locate your private key file (PEM format).
3. Runthe following command:

ssh -i <keyname.pem> ec2-user@<ip-address>

SSH Access for Multiple Users

The best practice to provide multiple users with SSH access to your Hammerspace AMls is to leverage
IAM groups. You can either create private/public key pairs from the AWS Console or import external keys.

Steps to Create a Key Pair in AWS

" Key pairs (39) wn [c @

[0 it iy i by ettt 0
! 1. From the left navigation
pane in the EC2 Console
navigate to Key Pairs.

2. Click the Create key
pair button.

20
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EC2 » Keypairs » Create key pair

Create key pair we 3. Provide a name for the key.
4. Select cryptographic algorithm (RSA or
5. Choose PEM if you are using OpenSSH
| or PPK for PuTTY.
: 6. Optionally, add tag(s).
Keypairtype o 7. Choose Create key pair.
[om | [[omem | 8. The private key file is automatically
PR e e downloaded by your browser.

Tags - optional

No tags associated with the resource.

| Add new tag

an add up to 50 more tags.

Cancel Create key pair

NOTE: This is your private key so make sure to store it in a secure location.

IMPORTANT: This is the only chance for you to save the private key file.

There are several other ways to create key pairs, such as AWS CLI, Power Shell, ssh-keygen, and
additional applications. AWS provides extensive documentation with additional information at:

https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/create-key-pairs.html

Importing Externally Created Keys

‘ C H Actions A ‘ Create key pair 1. Open the Amazon EC2 console

Import key pair 1 & at https://console.aws.amazon.com/ec2/

2. Navigate to Key Pairs from the left

ID = navigation pane.
! ‘ 3. Choose Import key pair from the
77:75:ch:a5:88:11:8 8rowrer——————— key-0a2c195... dropdown menu.

21
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Import key pair

4. Choose either Browse or paste the
contents of your public key into the Public
Name key contents field.

‘ o 5. Finally, verify that the imported key
appears in the list of key pairs.

Import settings

Key pair file

Cavn D

Choose Browse and navigate to your public key. You may change the name of your key. Alternatively, paste the

contents of your public key into the Public key contents text box

Tags - optional

No tags associated with the resource.

Add new tag

dd up to 50 more tags.

Cancel Import key pair

NOTE: AWS only supports RSA and ED25119 keys. DSA and other cryptographic algorithms are not
supported by AWS.

EC2 Serial Console
The login procedure through the serial console is slightly different from SSH. Please see below for
detailed instructions.

To begin, open the EC2 Console.

T rr— 1. Use the EC2 Console to
. Instance summary for i-0bcIad55236642614 (ballinstack20231212 Anvil) inte [ c" v | [ hctions ¥ navigate to the desired
R e instance. Clicking the
Connect button will open
the following page:

west-2.compute.interna

22
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EC2 > Instances » i-Obc9ad552366426f4 » Connect to instance

Connect to instance i

Connect to your instance i-0bc9ad552 nstack20231212 Anvil) using any o 2 Se|eCt the EC2 Seria|
_ ; console tab followed by
EC2 Instance Connect Session Manager SSH client EC2 serial console .
pressing the Connect

button.

66426f4 (ballinstack20231212 Anvil)

Cancel Connect

NOT ATTEMPT

3. When the serial console
opens, enter admin as the
login name. The initial
password will be the Instance
ID unless you have already
updated the password.

Current Date:

System S/N: ) e—-19£977947c76
[Node NMame: ballinst: nvil.aws.hammer.space
ballinstack20231212Anvil

Please refer to the following AWS documentation for details on how to configure access to the EC2 Serial
Console:

https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/configure-access-to-serial-console.html

https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/configure-access-to-serial-
console.html#serial-console-iam

28
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Appendix B — Adding DSX Nodes

Configuration Steps

1. Log into the AWS Management Console at https://console.aws.amazon.com

2. Goto AWS Marketplace and search for Hammerspace.

3. Select BYOL or Metered option. Follow the same steps as outlined in detail on how to deploy.

4. Subscribe to the software and launch CloudFormation.

Specify stack details

Provide a stack name

Parameters

Paramets fefinec i your template snd allow you to (nput custorm walu o ereate or update a stack

Hammerspace Solution Deployment Type

DSX Data Services Nodes

EC2 Instance Typs

(2 vEPUs, 16 GiB Mem)

Automatically 3d additional volumes to Hammerspace
did all non-boot EWS valumes s Hammesspac storage volumes

Networking

VPC D

" *]

Without this information the
Anvil Cluster 1P {teave blank unless adding DSX nodes tn an existing installation) ‘—__________—— additional DSX node(s) will not
el 1B ytiog. A e e v be able to join the cluster

[ 172264200 |

Security Group IP/CIDR
Use 000 e access

[s0a0r |

5. Provide a stack name.

6. For Hammerspace Solution
Deployment Type, select “Add Data
Service (DSX) to a Hammerspace
solution” from the dropdown menu.

7. Select the EC Instance Type
sized according to workload
requirement.

8. Select VPC ID.

9. Select Availability Zone.

10. Select Subnet ID.

11. IMPORTANT: Enter the Anvil IP
address so that the additional DSX
node(s) can join the cluster.

12. Provide Security Group
information.

24
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Authentication

Instance Profile ID (optional)

Instance profile to use for instances. If left blank, new 1AM resources will be created. See documentation for policy requirements.
‘ Hammerspace

Admin KeyPair Name (optional)

Name of an existing EC2 KeyPair to enable S5H access to the instances {optional)

Admin IAM Group Access

If enabled, administrator access will be granted to users in the specified 1AM group.

‘ Enable

Admin IAM Group 1D {optional)

Admin group granted administration permissions. If left blank, a new IAM group will be created

AnvilAdmin

13. Select Authentication
information to ensure that
resources and SSH access are
provided. This is explained in detail
in previous sections.

NOTE: The form fields related to Anvil can be disregarded when adding DSX nodes.
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Appendix C — High Availability Deployment
Topology Example

Hammerspace supports multiple deployment options. Anvil can be deployed as either a single standalone
node or two nodes for high availability failover. DSX, as mentioned before, can scale from a single node
up to sixty nodes for parallel performance and added capacity. High Availability can be deployed within a
single Availability Zone or across multiple Availability Zones as illustrated in the diagram below.

AWS Cloud

A
>
1iin
TTTT
v}
8
QO

DsSX

Availability Zone A
L1111

L]

K_ A

"4 N

™~ Metdadata

- Global File System -

- EBS S3

TTTTT

Anvil

LiLll

E EMetdadaIa

= TTTTT R__A
s Anvil @
2 €N
3 EBS s3
z LiLill i i

A
1
LiLll

DSX

NOTE: The HA Subnet must be an unused IP/CIDR range within your VPC.
AWS does not permit smaller than 28-bit subnet masks (255.255.255.240).
Leave this field blank if deploying a Standalone solution.
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HA Deployment Steps

The deployment steps are identical to the standalone deployment. The single exception is selecting “High
Availability” deployment and adding a subnet for High Availability between the two Anvil nodes.

Go to AWS Marketplace and search for Hammerspace.

Subscribe to the software and launch CloudFormation.

Enter desired Instance Types and disk sizes for Anvil and DSX.

1. Log into the AWS Management Console.
2.

3. Select BYOL or Metered option.

4,

5. Provide a stack name.

6. Select Create a new Hammerspace solution.
7. Select High Availability.

8.

9. Enter the number of DSX nodes to deploy.
10. Select the VPC ID.

11. Choose the Availability Zone.

12. Select the Subnet ID.

13

. IMPORTANT: Enter an unused High Availability Network not smaller than 28 bits (i.e.,

255.255.255.240). This subnet must not overlap with any other IP ranges within your VPC. The
deployment will FAIL if this is not entered correctly.
14. Enter Security Group IP/CIDR information.
15. Select Authentication information.

Example of correctly configured High Availability network shown below.

Networking

VPCID

hich Virtual Private Cloud to deploy your instances in

| vpc-e3bff585

Availability Zone
Location where Anvil resour

| us-west-2b

Data/Management Subnet ID
Choose a subnet within your Virtual Private Clo

| subnet-0853a3041039c047f

se an unused CIDR range within the VPC to be

High Availability Subnet CIDR (leave blank unless deploying a new High Availability solution)
Choose a hin the VPC to be used only for HA . 240/28)

{Example: 10.0.254.240/21

| 192.168.214.240/28

Anvil Cluster IP (leave blank unless adding DSX nodes to an existing installation)

Internal 1P of existing Anvil instance

| Enter String

Security Group IP/CIDR
Use 0.0.0.0/0 for open access

|Duoo/u\
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Appendix D — Quick Start Workflow

The following image is a graphical overview of a standalone deployment. The intent is to
provide a summary overview for those already experienced with CloudFormation deployments

of Hammerspace solutions and desire only a summary reminder of the deployment workflow.

NOTE: Some options have been omitted for clarity.
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Appendix E — IAM Policy Example

Hammerspace

The following permissions are recommended for Hammerspace instances to function properly, e.g., SSH

access, metering, and floating IP addresses.

{

"Version": "2012-10-17",
"Statement": [

{

Note: Resource fields can be limited to just those resources that will be used with

"Action": [
"iam:ListSSHPublicKeys",
"iam:GetSSHPublicKey",
"iam:GetGroup"

1,

"Resource": [
"arn:aws:iam::*:user/*",
"arn:aws:iam::*:group/*"

1

"Effect": "Allow",

"Sid": "1"

"Action": [
"ec2:DescribeInstances"”,
"ec2:DescribeInstanceAttribute”

1,

"Resource": [

e

1,

"Effect": "Allow",

ngidh: "

"Action": [
"ec2:AssignPrivateIpAddresses”,
"ec2:UnassignPrivateIpAddresses”

1,

"Resource": [
Wk

1,
"Effect": "Allow",
nsid": "3

"Action": [
"aws-marketplace:MeterUsage"

1,

"Resource": [
Wi

1,

"Effect": "Allow",

ngidns 4"

"Action": [
"ec2:CreateRoute”,
"ec2:DeleteRoute”,
"ec2:DescribeRouteTables",
"ec2:ReplaceRoute"

1,

"Resource": [

Wk

1

"Effect": "Allow",

"Sid": "5"

Hammerspace.
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